
Electronic records contain information that 1) can be critical to an organization’s safety, mission, 

function and business operations 2) contain sensitive or confidential personal identifiable 

information. For this reason, electronic records need to be protected against malicious, inadvertent, 

and environmental threats. Drawing on this week's reading, lecture and your own personal 

experiences define and evaluate the complex interrelationship between 1) Privacy 2) Information 

and Cyber Security and 3) Business Continuity Planning. Focus your response on the risks within 

an increasing global electronic environment (cloud, social networking etc...). 

-Posed by Professor Lisa Daulby, CRM, on March 9th, 2014 

 

As Kessler implies, this interrelationship between privacy, security, and continuity is nothing new, but 

adapted to the complex world that is a reliance on cyber function, which is why he says it “is imperative, 

then, that information assurance professionals understand the threat vectors and even be able to conjure up 

vectors of their own to successfully build defenses. Thinking like an adversary is as fundamental to the 

defense of assets as it is to warfare” (2012, p.65). Information and cyber security is something to be 

implemented without business disruption, which in some ways, is quite like warfare in that there needs to be 

defense on all potential fronts while maintaining resources to continue the sustainability of the area the 

warfare is supposedly protecting, as well as keeping it safe from the use of strategy for threats to outwit the 

defense. The goal of most malicious threats is to stop an organization from carrying out their functions, as a 

“majority of apparently state-sponsored cyberattacks have been aimed at espionage or disrupting 

communications” (Marshall 2010, p.173), and inadvertent and environmental threats will occur, it is a matter 

of being ready for them. 

Daulby’s focus on the four components of business continuity management comes up frequently in the 

readings, which indicates that a strong defense is a key to overcoming the threats that could occur. 

Prevention is being on the lookout and developing new ways to barricade from threats. One of the best 

ways to accomplish this is to have plans for two functions: security and safety, which includes having 

appropriate schedules for backups and updates, and a business continuity plan, which has the purpose of 

“finding any available options to reduce the interruption’s impact on the organization” should an 

interruption ever occur (Melton 2009, p.46). Having such plans already laid out will reduce the difficulty in 

preparedness. Preparedness is having the resources at the ready when the threat occurs. Daulby 

acknowledges that such preparedness involves a joint effort amongst the people involved in the 

organization, and that it can include “recovery/crisis team contact names, phone numbers, and disaster 

recovery support vendor contact information. The plan should also include roles & responsibilities and step 

by step instructions for salvaging records, building floor plans, insurance policies, listing of equipment and 

supplies required e.g. (boots, flashlights, generators, camera, plastic sheets, boxes etc…) and priorities for 

salvage” (2014). Without the network of individuals aware of the details of the defined plans, the reaction 

will be slow and incomplete, and the privacy of the individual could be at risk, by the loss or compromising 

of information that is of a “high market value” (Stephens 2007, p.56). The speed of a reaction in carrying 

out the predetermined plan can make or break the entire purpose of saving and protecting information, as 

well as ensure a smooth or rough recovery situation. In terms of cyber security, recovery is most likely the 

activation of backup information and the rebuffing of softwares used for organization function. 

The application of this process of prevention-preparedness-reaction-recovery to a global electronic 

environment is not a difficult concept, as the defense of information and privacy is still considered a right in 



this electronic age. For example, if an organization is selecting a cloud as storage and are choosing a vendor 

for their unique needs, “security is a function of what the vendor provides in response to the unique needs 

of an organization, ultimately the organization (or service purchaser) is responsible for ensuring the cloud is 

secure” (Barnes 2010, p. 27). The organization, if anything, now has to take on more of an involved 

approach to their security in this age, because electronic threats are likely to disrupt an entire organization’s 

functions, whereas before, it would only affect the recordkeeping functions. 
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